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Cyber Insurance (Personal)

Personal Cyber Insurance

Covers losses arising from cyber attack, cyber extortion
threat, identity theft, credit card fraud, online shopping
fraud and/or phishing & theft of funds.

Important information about this cover
— Cyber helpline

As part of this cover, you have access to our cyber helpline.
You must call the helpline for specialist assistance if you think
you might be the victim of any:

Cyber attack

Cyber extortion threat
Identity theft

Credit card fraud

Phishing & theft of funds
Smart Devices & wearables
Online Shopping Fraud

Please note it is a requirement for all cover under this
policy that you consult the PERSONAL CYBER HELPLINE
before making a claim or incurring any costs.

Definitions for personal cyber cover
The following definitions apply to this cover. Other definitions
can be found in the General Definitions.

Computer system

Computer hardware you own and which is used for your
personal purposes.

Examples include laptops, mobile phones and tablets

Connected device

Any electronic device or appliance you own that:

1.can send and receive data; and

2.is connected to the internet.

Examples include laptops, mobile phones, tablets and smart
devices.

Credit card fraud

Financial loss due to fraudulent input or modification of data in
your computer system, which results in:

1.money being transferred from your bank account or
Apple/Google/Samsung pay wallet;

2.a credit arrangement being entered into in your name

Crypto-currency

A digital or virtual currency that:

1.doesn’t operate as part of a central bank; and
2.uses cryptographical functions for security.
Examples include Bitcoin.

Cyber attack

1.Unauthorised access of; or

2.the malicious introduction of software designed to disrupt or
damage;

your computer system.

Cyber extortion threat

A credible threat made alongside a demand for ransom
money targeted at you to:

1.release, destroy, disseminate or permanently encrypt data
stored on your computer system or connected device;
2.introduce malicious software to your connected device;
3.corrupt, damage, disable, destroy or alter your computer
system or connected device; or

4 .deny, restrict or hinder access to your computer system or
connected device.
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Online Merchant

A third party retail business registered with a valid business
license (if required according to the jurisdiction of the country
in which it is situated) that accepts payment for goods through
a secured online payment gateway.

Money
Money held in your personal bank account.
Money does not include Crypto Currency.

Personal cyber helpline

The cyber helpline included with your policy, which you must
call if you think you might be the victim of a cyber attack,
cyber extortion threat, identity theft, credit card fraud and
phishing & theft of funds covered under the policy.

Phishing & theft of funds

Fraudulent electronic communications pretending to be from a
legitimate company or known contact of yours to induce you to
transfer:

1. money; or

2.personal information.

Personal information includes your passwords and credit card
details.

Ransom money

1. Money; or

2.crypto-currency,

to be surrendered by you or someone on your behalf with the
intention of ending a cyber extortion threat.

You / your

1.The person named in the schedule; and

2.any other member of their family permanently living in the
home.

What is covered
We'll pay up to the maximum limit.

1. Cyber attack
If you are the victim of a cyber attack carried out by a hacker
during the policy period, we’ll pay the reasonable and
necessary costs to:
a.restore your computer system to its level of
functionality immediately before the cyber attack.
b.replace your computer system if it's more
economical than restoring it.
c.retrieve and restore your:
i.data; and
ii.personal digital music, photos and video that
have been downloaded, to the computer system,
where possible.

We won't cover costs:

1.incurred after it's determined that it isn't possible to restore
your computer system functionality to the level before the
cyber attack

2.payable under any maintenance contract for your computer
system.

3.to upgrade the speed, capacity or functionality of your
computer system beyond the level before the cyber attack.
4 to re-purchase software, licences, programmes digital
photos, music or videos.

5.that are higher than the value of your computer system.
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2.Cyber Extortion & Ransomware

we’ll pay:

a.cyber extortion threat costs;

b.ransom money, you incur as a direct result of the cyber
extortion threat against you during the policy period.

We won't cover any costs or ransom money unless you have
obtained our prior written agreement to pay the ransom
money.

3.Identity theft

If you are the victim of identity theft during the policy period,
we will pay for identity theft costs and identity theft
services.

We won't cover costs for any business connected to you as a
result of the identity theft.

4.Credit Card Fraud, Phishing & Theft of Funds

If you're the victim of a credit card fraud or phishing & theft
of funds during the policy period, we’ll pay for:

a.charges you’ve incurred;

b.money you've transferred; and

c.reasonable costs to replace your personal documents, as a
direct result of the credit card fraud or phishing & theft of
funds.

We won't cover any loss:

a.covered by your credit/debit card company, bank or other
institution;

b.due to the unauthorised use of your credit card by a member
of your family, unless you’re willing to file a police report and
press charges against the member of your family; or

c.unless you call the personal cyber helpline to determine
whether you or a third party is accountable for the loss.

We won't cover credit card fraud where the credit/debit card
is physically stolen. However, we will provide coverage for
losses incurred due to fraudulent use of your credit or debit
card number, while they are in your possession.

5.8mart devices and wearables

If you discover your connected device has become
damaged, altered or corrupted during the policy period as a
result of a cyber attack by a hacker, we’ll pay the cost to
restore your connected device to its condition before the
cyber attack.

We won’t cover any item where you haven't changed the
original or default password.

6.0nline Shopping Fraud

If you are the victim of online shopping fraud during the
policy period we’ll pay for the cost of the items that did not
arrive to you.

We won’t cover any loss that is covered by your credit/debit
card company or by the online merchant from which you
purchased the goods.

Special conditions

1.Claims requirements

We won't cover any loss unless you:
a.consult the cyber helpline before reporting any incident
to us; and
b.tell us about the incident within 15 days of you first
discovering it.
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2.Security requirements

You must:
a.back-up original data on your computer system at
least every 30 days. If a service provider processes or
stores such data, you must make sure the contract
allows data to be backed-up;
b.change the default or original password on your
computer system and connected device; and
c.have valid anti-virus software installed on your
computer system.

If you don't comply with these obligations and we can show
that your non-compliance increased:

1. the risk of the claim or loss arising; or

2. the severity of any claim or loss,

we won't cover that claim or loss.

Exclusions

The following exclusions apply to all losses under this cover.

We won't cover:

1. Injury
physical injury, sickness, disease, death, mental anguish,
mental injury, shock or distress

2. Business Activities

loss relating to your business, trade or profession, or
otherwise not suffered in a personal capacity. This includes
any clerical based activities

3. Confiscation
loss due to any item being seized, confiscated, nationalised,
requisitioned or destroyed by any official authority.

4. Connected Device liability
any liability arising from your connected device.

5. Maintenance
the costs or ordinary or routine maintenance.

6. Face-to-face ransom
any ransom money surrendered in a face-to-face encounter.

7. Infrastructure services
any loss arising from the failure, whether total or in part, of any
infrastructure service(s) including:

a. financial institutions and associated financial market
infrastructure (for instance banks, building societies);

b.  utility services (for instance gas, water and
electricity);

c. telecommunications service (for instance telephone,
mobile network, internet, cable or cloud computing
services); or

d. satellite failure, electrical or mechanical failure
including blackout, failures of overhead or
subterranean transmission and distribution lines.

8. Prior matters
anything you knew or ought to have known about before the
start of the policy period.

9. Fines, penalties and liabilities
any:

a.fines or penalties; or

b.liability to others for damages.
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10. Legal claims
costs for any legal proceedings or action.

11. Loss of Internet connection
loss due to any permanent or temporary loss of or reduction in
any internet connection.

12. Criminal acts

any loss due to any deliberate, intentional, malicious or
criminal act committed by you. This includes acts committed
in collusion with anyone else.

13. Natural events
loss due to natural occurring phenomenon including rain, hail,
wind, earthquake.

14. Property damage

loss due to damage to any property, including any:
a.computer system or connected device; or

b.other personal property, in your care, custody or control at
your home.

This does not include data.

15. Physical perils

loss due to:

afire, implosion, explosion, smoke, electrostatic build-up or
static electricity;

b.electrical or mechanical failure, including blackout;
c.aircraft or vehicle impact; or

d.water damage.

16. Theft
Physical theft of your property, including your computer
system or connected devices.

17. War Risks
Any loss:
a. Arising from War;
b.  Arising from a Cyber Operation;
c.  Arising from War and Cyber operation.

Definitions specific to Exclusion 17: War Risks:

1. Cyber Operation means the use of a computer
system (which means, for example, any computer,
hardware, software, electronic device, server or
similar) by, at the direction of, or under the control of
a State to:

1.1 Disrupt, deny access to or, reduce the
performance of a computer system;

1.2 Copy, remove, change, deny access to or
destroy information in a computer system;

2. State means sovereign state (for example, Great
Britain and Northern Ireland, known collectively as
the United Kingdom is a sovereign state).

3.  War means armed conflict involving physical force:
3.1 by a State against another State, or
3.2 as part of a civil war, rebellion, revolution,

insurrection, military action or usurpation of
power, whether war has been declared or not.

A 51l ldaal) 10
Al e gles o Gilel jal ol allss

i AL Juaiy) olgé 1]
il Jlail gl 3 e 5l 2l paaliss) 5l las of e dealdll s jludll

Agal ) Jae¥l 12
@*Qﬁagjigftﬁ!,i@&: @l oo Raalis lus
A padd ol aa gl gl A5 el Qi Qs Jady

Ayl Edaa¥) 13
s sl Sladl Gl 8 Ly Gulall alglll ge Aeslill 3 sl
A

CASliaal) Cali |4

;thﬁﬁwsq&gﬁlﬁwsﬁa}

3 fdeaall Jlgad) 5l 5 gasacl) alai A

G [N EFP S W E. T PSS [ SYCS EQIP S EU S FIUSEW JECT L4 PP
il s Loy Y

Laghl) il 15

s § sl

RERPLS (ISP ENC PN -y [ O SN PN TN
CUSLL ey eI f AiSL)

£t el g il Gy i ley o SoilSe o S S Jhe

S lS el il i 2

sl e aaldll | puall 3

& udl 16
356 5l oy Galad) 55 guasht allas Gy 8 Ly cclilSliaa Gl 46
aly dalal) dluatall

sl bl 17

5 jlud .\_51

W all e dadl A

Al e Aglae e A2

A ppand) Bgleally al) e 08U

iaall jhla 1] 7 fUEGYL sl iy gl

o e o ting 231 5) 5 ane A3 aladiuad i A0 ) 4ilanl) 1
A g Y dea ol galise 5l Hen ol s Jlea ol (DA
O el a3 Lt dun gy gl Lo Alga Al (s i Lo
:Jal
it g adl Jpa gl e la all 5 gl allss Jlaad -]
tadlal (g flue
Sl el A Saga sl legled) ps 241
o padi 5l Lgall Jgam sl (g e sal) i L i
elanll Ly QU s o) Salaw 3 Al s Al 2
@i Al o sanidl Aledly Gadae dby el Ll il iy
(33
5 gl ladiid o (g shial) mhusall &1 3580 el o adl 3
' S Allpandlndise 193
oo 5l plua Jlanas 513,50 51208 Sl Adal m e e oS 2-3
‘y'.‘i u);;llnu}.c.l'a:ﬂ ol gos cdlalull stz JIG)S.HAC«

5

G108 ULy PIA9,.0A,Vo. €990l Jlodl Ul = 1. ylad o = (+AVE) EEAPI01D : UuAld = +AVE Ao QIC (A VEN) = 10 : o = pad = dagall - gl S0l
Main Branch - Doha, Qatar - P.O.Box: 666 - +974 8000 QIC (8000 742) - Fax: (+974) 44831569 - C.R.No:20 - PAID UP CAPITAL QAR 3,189,058,750
Email: info@qic-insured.com - Website: www.qic-insured.com

Had 8yno (gild plasl lbdg sjssoll ad Gino oo lod Uasyo Guolil) Jnd as
s il am=iy I diud (IF) ) ¢ gilill alall dledl Wluan doll kil i oll
Loyl Iplay Jyasi Ja gileg d8,59)l 23905 e Bpm ol (o o &88lgo (sle Jgmally

QIC is licensed by QCB according to the provisions of Law of QCB and Regulation of
Financial institutions issued by Law No. (13) of 2012 and undertakes to have QCB’s prior
written consent for the policy form and each amendment made to such form.



Qatar Insurance Company

Q.P.S.C

QI_C S 1 | s—tad AS i

A.E.p.04

10. Legal claims
costs for any legal proceedings or action.

11. Loss of Internet connection
loss due to any permanent or temporary loss of or reduction in
any internet connection.

12. Criminal acts

any loss due to any deliberate, intentional, malicious or
criminal act committed by you. This includes acts committed
in collusion with anyone else.

13. Natural events
loss due to natural occurring phenomenon including rain, hail,
wind, earthquake.

14. Property damage

loss due to damage to any property, including any:
a.computer system or connected device; or

b.other personal property, in your care, custody or control at
your home.

This does not include data.

15. Physical perils

loss due to:

afire, implosion, explosion, smoke, electrostatic build-up or
static electricity;

b.electrical or mechanical failure, including blackout;
c.aircraft or vehicle impact; or

d.water damage.

16. Theft
Physical theft of your property, including your computer
system or connected devices.

17. War Risks
Any loss:
a. Arising from War;
b.  Arising from a Cyber Operation;
c.  Arising from War and Cyber operation.

Definitions specific to Exclusion 17: War Risks:

1. Cyber Operation means the use of a computer
system (which means, for example, any computer,
hardware, software, electronic device, server or
similar) by, at the direction of, or under the control of
a State to:

1.1 Disrupt, deny access to or, reduce the
performance of a computer system;

1.2 Copy, remove, change, deny access to or
destroy information in a computer system;

2. State means sovereign state (for example, Great
Britain and Northern Ireland, known collectively as
the United Kingdom is a sovereign state).

3.  War means armed conflict involving physical force:
3.1 by a State against another State, or
3.2 as part of a civil war, rebellion, revolution,

insurrection, military action or usurpation of
power, whether war has been declared or not.
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